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Important User Information

This document contains a general introduction as well as a description of the technical features provided by the
Anybus Communicator, including the PC-based configuration software.

The reader of this document is expected to be familiar with PLC and software design, as well as communication
systems in general. The reader is also expected to be familiar with the Microsoft® Windows® operating system.

Liability

Every care has been taken in the preparation of this manual. Please inform HMS Industrial Networks AB of any
inaccuracies or omissions. The data and illustrations found in this document are not binding. We, HMS Industrial
Networks AB, reserve the right to modify our products in line with our policy of continuous product development.
The information in this document is subject to change without notice and should not be considered as a commit-
ment by HMS Industrial Networks AB. HMS Industrial Networks AB assumes no responsibility for any errors that
may appear in this document.

There are many applications of this product. Those responsible for the use of this device must ensure that all the
necessary steps have been taken to verify that the applications meet all performance and safety requirements in-
cluding any applicable laws, regulations, codes, and standards.

HMS Industrial Networks AB will under no circumstances assume liability or responsibility for any problems that
may arise as a result from the use of undocumented features, timing, or functional side effects found outside the
documented scope of this product. The effects caused by any direct or indirect use of such aspects of the product
are undefined, and may include e.g. compatibility issues and stability issues.

The examples and illustrations in this document are included solely for illustrative purposes. Because of the many
variables and requirements associated with any particular implementation, HMS Industrial Networks AB cannot
assume responsibility for actual use based on these examples and illustrations.

Intellectual Property Rights

HMS Industrial Networks AB has intellectual property rights relating to technology embodied in the product de-
scribed in this document. These intellectual property rights may include patents and pending patent applications
in the US and other countries.

Trademark Acknowledgements

Anybus® is a registered trademark of HMS Industrial Networks AB. Microsoft® and Windows® are registered
trademarks of Microsoft, Inc. EtherNet/IP™ and ODVA™ are trademarks of ODVA, Inc. All other trademarks are
the property of their respective holders.

Warning: This is a class A product. in a domestic environment this product may cause radio interference in
which case the user may be required to take adequate measures.

ESD Note: This product contains ESD (Electrostatic Discharge) sensitive parts that may be damaged if ESD
control procedures are not followed. Static control precautions are required when handling the
product. Failure to observe this may cause damage to the product.

Anybus Communicator EtherNet/IP / Modbus-TCP User Manual
Copyright® HMS Industrial Networks AB
Doc: HMSI-27-314

Anybus Communicator EtherNet/IP / Modbus-TCP User Manual Doc: HMSI-27-314, Rev. 3.10



Table of Contents

Table of Contents

Preface About This Document
Related DOCUMENLS ....ueuviiiieiiec it 9
Document HISTOLY ..o 9
Conventions & Terminology ... 10
GUOSSATY vttt s 10
Sales ANd SUPPOLL ..o s 10

Chapter1  About the Anybus Communicator for

EtherNet/IP

BXEEINAl VIEW ..ottt be bbb nene 12

StALUS LEDIS ottt ettt s 13

Configuration SWItChES ... 14

Hardware INStallation......c.coccueuiiieiniicieiiceiiicieiiceneiee e sssaesessesssessssenses 15

SOFtWare INSTAllAtiON .c.c.cueuerereueieieiririresirrrerse ettt ere bbbttt sene 16
Anybus Confignration Manager .....................ccvnioeininicnieccsinecssisessseseees 16

Chapter 2 Basic Operation

GENEIAL oo 17
Data EXChange MOdEl ..o ssese e easssessees 18
MEBIOTY VAP ...t e 18
Data Excchange EXAMPLe..............cvvicuciviceciriniciiinicicisiccsissice s 19
Sub-network Protocol
Protocol Mods...................
Prot0col Buibdling BIOCRS............coouveiuieiiiiiiiiiicicic s 20
MASIET MLOMe.........cecooeeeceiicreeee ettt 21
Generic Data Mode ...t s 22
DET Master Mol ... 22
FHREIINEE /TP ettt e et et e st e e et ea et e e st eateseneese st esesereseessesensaeseaaaeen 23
GNP ...t 23
D1 TYPES .ottt 23
MemOTY LAYOUE ...t 24
MOADUS-TCP....coriiiiiiiiii s 25
GEHEPAL ...t 25
AresSing MOAes c......ueeeneecuiieniniiicieinicenicsseccretcs ettt 25
Supported EXception COdes...............ccuvviiiviiiniiniciniiiiiiisiisisics e 25
Modbus Addressing Mode............eecuveneeceeuvineceininiiicinineeisinecienisesseseessesiessesesesseens 26
Anybns Addressing Mode .............eeecucoviveconineciiniiicininicnntcseeieseee st 27

Anybus Communicator EtherNet/IP / Modbus-TCP User Manual Doc: HMSI-27-314, Rev. 3.10



Chapter 3 File System
GENEIAL.c.oiit s 28
File SYStem OVEIVIEW ..ecvvriueuerriiiereiieieiieietseeeesesstsesessesesetseseeesesstesessasesesessesssessesssesssnescssens 29
SYSEM FLES .ottt 29
Chapter 4 FTP Server
GENELAL ..ttt 30
FTP Connection Example (Windows EXplofer) ..., 31
Chapter 5 Telnet Server
GENELAL ettt 32
General CoMMANAS ... s 33
Diagnostic COMMANAS .....c.vuiiiimiiiiiiiiii s 34
File System OPerations.......ccucuccucuriiecuriniiciiiiieteisieeessiese st sessse s sess e ssssssesaes 34
Chapter 6 Basic Network Configuration
General Information ... e 37
Ethernet Configuration File (‘ethcfg.cfg’) ..o 38
GUIEIG ... s 38
TP ACCESS CONLIOL ...ttt 39
On/Offline CONFIZUIALION ....vuuiviirieiireieireietreireese et 40
Anybus IPconfig (HICP) ..o 41
Chapter 7 Web Server
GENEIAL.c.iiit s 42
AUNOTIZATION ..ot 43
CONLENE TYPES.uiuiiiuiiiiiiiiieiiic bbb 44
Chapter 8 Server Side Include (SSI)
FUNCHONS oottt 46
Changing SSI OULPUL ... 55
SST Onttpt1t SInG Fil....uunuoniiniiiiiiiiiiiciiisiciiicis s 55
Temporary SST Outpat change ..............cocuvveciniiviiiniciniiiicinisicisissssess s 56
Chapter 9 E-mail Client
GENELAL ettt 57
E-mail Defiitions . ....cuiiiiiiiiiiicici s 58
Chapter 10 Navigating ACM
Main WINAOW....ovveiiiiiiiiiii s 59
Drop-down Menus 0
TOOLDAT LEOMS ..o 63

Anybus Communicator EtherNet/IP / Modbus-TCP User Manual Doc: HMSI-27-314, Rev. 3.10



Chapter 11 Basic Settings
FIEldDUS SELHIES .. cevuieieciieciiieicieic et 64
Communicator PArameters ........oeiueieiiiieieiiiieicieei et 65
Sub-network PArameters ........ovvucucvciciieic et s 66
Chapter 12 Nodes
GENELAL ..ttt 67
Adding & Managing NOEs .........ccciiiiiiiniiiii s 67
NOAE PaLAmICLErS ..o.vvvieieiictcrctetc ettt 67
Master Mode and Generic Data Mode..............oeeeeveoeoeicicieieciceeceee e 67
Chapter 13 Transactions
GENELAL .ottt 68
Adding & Managing Transactions ... 69
Transaction Parameters (Master MOde)........ceuiueuiieieirieereuneemiienseesiessesessessesessesenesssens 70
Parameters (Query &° Broadeast)..............ecveuvievivennicinineicisieieceicessssisscs s 70
Parameters (RESPONSE)........cuecuviucuvirieiiriiiciiiniciciicerice st 71
Transaction Parameters (Genetic Data Mode) .....c.cvveeuveveciriniiecininecienieeeneneeceseciennenes 72
Prodice TEans@etions.............c....cccvvceviuviciniicisciicnisic st 72
CONSUME TTANSACHONS ...ttt 73
Transaction EdItOr ... s 74
Chapter 14 Frame Objects
GENEIAL e 75
Adding and Editing Frame ODJects .......cccnuiiuiiciniiiiciiireieieieicee et sseeessees 75
Constant Objects (Byte, Word, DWord) ........ccccooiiiiinininiiniiiniciiicciccsieccecenns 76
Limit Objects (Byte, Word, DWOLd) ......ccvvvivviriiiciiicicicceicceccce s 77
DAt ODJECt cuuuiviieiiiiiiiiriicieiree ettt 78
Vatiable Data ODJECt ...ccuiuiiuieiiiieiieieieeereieeeiseee et eae st ssesessessesensesesaeaes 78
Checksum ODBJECT it 80
Chapter 15 Commands
GENEIAL e 81
Adding & Managing Commands
Drop-down Menu ..................
TOOIDAT LEOMS .t

The Command Editor

General.............

Basic Navigation

DrOp-domwn Mensh ...t 84
Editing a Command..................cccuviccuniiencuniciniiicsiicescisissssss s ssaeos 84
Excample: Specifying a Modbus-RTU Command in Master Mode ....................c.ccuuuc... 85

Anybus Communicator EtherNet/IP / Modbus-TCP User Manual Doc: HMSI-27-314, Rev. 3.10



Vi

Chapter 16

Chapter 17

Chapter 18

Chapter 19

Chapter 20

Chapter 21

Anybus Communicator EtherNet/IP / Modbus-TCP User Manual

DF1 Protocol Mode
GENETAL ettt a s 86
Communicator PArameEters .....cciiiiiiinininininiiiiiccieeiereseseeseseseseseses s ssssssesscs 87
Sub-network PArameEters .....cccuvvieeieiicieiicieiecieieieee et enee 88
NOE PALAMELELS ..ottt saeaes 89
SIVICES. cvutteiireet ettt sttt b bbbttt ettt st a et na et 89
AVGIADLE SEFVICES .ttt 90
INE@LIty CRECK ..ottt 91
Read DIAZNOSHCS ....uvuieiiiiiciiiciciic et 91
REAA DIALA vttt ettt st 92
WEILE DIALA oottt 92

Sub-network Monitor

GENEIAL.ciiiiiiii e 93

OPCIALION. ..ttt 93

Node Monitor

GENEIAL.ciiiiiiii e 94

Navigating the NOde MONITOL ... 95
Drop-domwn Mensh ... 96
TOOLDAT LEOMS ..o 97

Data Logger

GENEIAL e 98

OPCIALION...cviiiiiiiiii bbb 98

CONTIZUIALION oottt 99

Configuration Wizards

GENEIAL ..ot 100
Selecting a Wizard Profile ... 100
Wizard - Modbus RTU MASLer ......c.veueurmcerieiiieeriieeeineieeeiseeessese s s ssesesaesesesesessenns 101

Control and Status Registers

GENEIALciiiiiii e
Handshaking Procedure .
Dot CONSISTENCY ettt
Status Register Contents (Gateway to Control System)
General INformation. ...............cvcucvicccninccuvnicnen.
Status Codes in Master Mode and DEFET Master Mode..........c.veececveneecvnicnniccninienns 104
Status Code in Generic Data Mode............cecuveeecuvenencevnieesinicisisiesseseesseeiseseeaees 105
Control Register Contents (Control System to Gateway)......coveuvuvevrieirirnierneeinineiinninns 106
General INfOrmation. ...............cccucuviiucivincciiiiiiciniicsice e 106
Control Codes in Master Mode and DFT Master Mode.........coveeuvneeenneecnnicnnecans 106
Control Codes in Generic Data MOGe ........c.cueeceveveneeenesicerniceisiseesisiesinecesessenees 106

Doc: HMSI-27-314, Rev. 3.10



Vil

Chapter 22 CIP Object Implementation
GENETAL vttt ettt ettt et et e e e b e st et e st e s et e s et e s e ebentesent et et esetenteseesanen 107
Identity Object, Class OTh........ccciiiiiiiiiiiccic 108
General INfOIrmation. ................ccuvveciniuviiiiisiiicicisic s 108
CUASS ABTIDUIES vvvevvevsesieereieierersisieiesesssesse st es et ssss st es s s e s st s besasa st ssessseneaes 108
THSIANCE ALITIDULES vttt s et s bbb s sa e esenan 108
Message Router, Class 02h........ciiiiiiiiiii s 109
General INfOrmation. ... s 109
CIASS ABTIDUIES cvveveeveeeieieereieiereisisisieie sttt ss st et s s se s s s sesessssesesensans 109
THSIANCE ALTIDULES ettt ettt se st s et se e esesas 109
Assembly Object, Class 04h ..o s 110
General INfOrmation. ...t 110
CIASS ABTIDUIES cvveveeveeesieiereieieisirieieieie st sttt s st s s s s e st s s sesessssesesennnes 110
Tnstance 64D (100) ALFIDUIES ........oueecuveeeeeeivieciviiiieiniceisiseeesisese e 110
Tnstance 96h (150) ALFIDUIES ........oeuveveeeeiviieiviriiiciriceisiseeesiseseiee e 110
Instance C6b (198) Attributes (Heartheat Input-Only) ........eoevvevivuvinciniiviiininiinnnnn, 111
Instance C7h (199) Attributes (Heartheat, Listen-Omby)......ecuveeeuvenivcconnicnnicncnn. 111
Diagnostic Object, Class AAR........cc.ociciiciecrcciereeeseee e seseeaens 111
GEneral INfOrMaAtioN. .............c.ccccuvuviuiuciniiciiiiciiiniccsce e s 111
CLASS ALITIDULES cvvvaeveveveieereeereieecieeeseee e s te sttt re s s sess e e s ses s esabessssesastansesensens 111
Instance Attributes, INStance QT .....oeeeeeeeceeeeeereeeeeeeeeeeeeeeeeeeeeeseeseeseseeesessessessennens 111
Parameter Data Input Mapping Object, Class BOh ........c.cccviiuiiiniinicniiniicncices 112
GENeral INfOIrMaION. ..............cccccueeuveuciniiiciiiceieec et 112
CUASSE ABTIDUIES cvveveveeveveveereeeeererreesie et sss et ss et s b bt ss st sess s seseseanane 112
Instance Attributes, INSTance QT ...eoeeeeeeeceeeeeeeeeeeereeeeeeeeeeeereeeeseereeeeseeesessesseeseanens 112
Parameter Data Output Mapping Object, Class Blh .......cccoiiiniiiiiniiniiiicnicces 113
GENeral INfOIrmIAtION. ..............c.cccueeuveucuniiriciiiceiicec sttt 113
CUASSE ABTIDUIES vvevevveeeeveereesreresieeeie ettt s et ss b b et s st ss s s s essssnnane 113
Instance Attributes, InS1ance QT D .euecceeeeeeeeeeeeeeeeieeeeeeseeeeeieereseeeesessessesessssenes 113
Port Object, Class FAR ..o 114
General INfOrmation. ...t 114
CUASS ABITIDUIES vvevevvevsisierreisiereisiseeiesesssesse s sss s s sass st ss s s s st ss st sesesasa s ssesesennans 114
Instance Attributes, InS1ance 020 ......eceveereceeevreeereiieieereceeesseresseisssessessssesessessesessesenns 114
TCP/IP Intetface Object, Class F5h ...c.viriinereneinecininecneinecineiecineiesiseieseseecesesecasennes 115
General INfOIrmation. ...............ccuceeciniiviciniisiiisiciisc s 115
CUASS ABITIDUIES cvvevevvevsieierreeeiereisiseeiesesisesse st ese s ssss st es s s s st ss st sesesasa st esesessnsans 115
THSIANCE ALITIDUIES oottt s et s e bt e e ssenes 115
Ethernet Link Object, Class FOh ........cccooviiiiiiiiiiiicic s 116
General INfOrmation. ... s 116
CIASS ABITIDUIES cvveveeveseeieereisieisirisisie ettt et s e ss et s e s st ssssesesasessssesaseneass 116
THSIANCE ALITIDUIES ettt s e b et se e esesen 117
Chapter 23 Advanced Fieldbus Configuration
GNETAL vttt ettt et b ettt e bbb e s et et ebe s e s e bt e s e s e e et e s esese e s nsessebesennaee 118
MAaTIDOX FidItOT v iuiieieiinirieieieiristeiee ettt s st esesesssesesesesanens 118

Anybus Communicator EtherNet/IP / Modbus-TCP User Manual Doc: HMSI-27-314, Rev. 3.10



Vil

Appendix A Parameter Data Initialization (Explicit Data)
GENEIAL.c.oit e 119
Add 2 MailboxX MESSAZE......cuevimiriiiiiiiiiiiiiie e 119
Mapping Input Parameter Data to EthetNet/IP .....cccccvninernenerneneeireeeieneeerennes 120
Mapping Output Parameter Data to EthetNet/IP ..., 122
Appendix B Connector Pin Assignments
Ethernet CONNECIOL vttt e e 124
POWEL CONNECLOL ouviiviiticiicicictctctet s e 124
PC CONNECLOL .ttt 125
SUb-NetWOrk INtErface ....ccvvviviiiiciiicci s 126
GENEral INfOIMIALION. ............c.coveueeiciecisiiiiiiic ettt 126
Bias Resistors (RS485 Only).......o.cecuiucecuniciniiiiciniiicsicscsecseceeee e 126
Termination (RS485 & RS422 Only) ...t 126
Connector Pinont (DBIF) ... 126
Typical Connection (RSFES ...t 127
Typical Connection (RS422 & 4-Wire RS4E5) ...ouvvcuviuieiiiiniiiccnicicsecseceeseeons 127
Typical Connection (RS232).......ceucuvivuniunicnicincnicniisicstcee e 127
Appendix C Technical Specification
Mechanical PLOPErties.....ccc ittt saes 128
Electrical CharaCteriStICS .....ouiuiuriiiuiiriiieiriniieieiicietsitic et sines 128
Environmental CharaCteriStiCs ...ttt 128
Regulatory COMPUANCE .....ccviuieiiiiiiic s 129
Appendix D Troubleshooting
Appendix E ASCII Table
Appendix F Copyright Notices

Anybus Communicator EtherNet/IP / Modbus-TCP User Manual

Doc: HMSI-27-314, Rev. 3.10



Preface

P. About This Document

For more information, documentation etc., please visit the HMS website www.anybus.com.

P.1 Related Documents

Document name Author
ABC-EIP Installation Leaflet HMS
DF1 Protocol and Command Set - Reference Manual, 1770-6.5.16, October 1996 Allen-Bradley
Open Modbus-TCP Specification, Release 1.0 Schneider Electric
RFC 821 Network Working Group
RFC 1918 Network Working Group
ENIP Specifications ODVA

P.2 Document History
Summary of Recent Changes (3.03... 3.10)
Change Page(s)
Screenshots and descriptions of ABC Tool updated for Anybus Configuration Manager Multiple
Changed “ABC” to “Communicator RS232/422/485” Multiple
Amended description of “Update time” parameter 71,72
Added description for Consume/Response to “Object Delimiter” parameter 79
Changed “Maximum Data Length” limit 79
Removed obsolete “Start Bits” parameter 88
Removed obsolete “ABCC ExtLink Wizard” entry 100
Replaced “Sales and Support” info with link to website 8
Added parameters to checksum object description 80
Minor text edits, typo corrections Multiple
Updated screenshots in examples 120, 122
Revision List
Revision |Date Author Chapter | Description
2.00 2006-03-27 PeP All 1st release
2.01 2006-12-22 PeP All Misc. minor corrections
2.02 2008-02-08 PeP 2,8, A Minor update
2.03 2008-11-03 HeS 1 Minor update
2.04 2009-04-24 KeL All Misc. minor corrections and updates
3.00 2011-02-01 KaD All Misc. corrections, new template and DF1 functionality
3.01 2011-09-30 KaD All Misc corrections and updates, new Anybus Configuration

Manager name

3.02 2011-11-15 KaD P, 2,3, 6, 8 |Minor corrections and updates
3.03 2012-06-08 KaD P, 8,22 Minor updates
3.10 March 2015 ThN All Misc. corrections and updates, new Doc. ID.

Anybus Communicator EtherNet/IP / Modbus-TCP User Manual

Doc: HMSI-27-314, Rev. 3.10


http://www.anybus.com

About This Document 10

P.3 Conventions & Terminology

The following conventions are used throughout this document:

Numbered lists provide sequential steps
Bulleted lists provide information, not procedural steps

The term ‘user’ refers to the person or persons responsible for installing the Anybus Communi-
cator in a network.

The term ‘ABC’ refers to the Anybus Communicator.
Hexadecimal values are written in the format OxXNNNN, where NNNN is the hexadecimal value.
Decimal values are represented as NNNN where NNNN is the decimal value

As in all communication systems, the terms “input” and “output” can be ambiguous, because
their meaning depend on which end of the link is being referenced. The convention in this doc-
ument is that “input” and “output” are always being referenced to the master/scanner end of the
link.

P.3.1 Glossary

Term Meaning

ABC Anybus Communicator

ACM Anybus Configuration Manager

EIP EtherNet/IP

Broadcaster A protocol specific node in the sub-network scan that hold transactions destined to all nodes
Command A protocol specific transaction.

Configuration List of configured nodes with transactions on the sub-network

Fieldbus The network to which the communicator is connected.

Frame Higher level series of bytes forming a complete telegram on the sub-network

Monitor A tool for debugging the Anybus Communicator and the network connections

Node A device in the scan-list that defines the communication with a slave on the sub-network
Scan list List of configured slaves with transactions on the sub-network

sub-network

The network that logically is located on a subsidiary level with respect to the fieldbus and to
which the Anybus Communicator acts as a gateway

Transaction

A generic building block that is used in the sub-network scan-list and defines the data that is
sent out the sub-network

Fieldbus Control System | Fieldbus master

Higher Level Network  |In this case, Ethernet (including EtherNet/IP and Modbus-TCP)

Network

Fieldbus

P.4 Sales and Support

For general contact information and support, please refer to the contact and support pages at

Anybus Communicator EtherNet/IP / Modbus-TCP User Manual Doc: HMSI-27-314, Rev. 3.10
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Chapter 1

1. About the Anybus Communicator for
EtherNet/IP

The Anybus Communicator for EtherNet/IP acts as a gateway between virtually any setial application
protocol and an EtherNet/IP-based network. Integration of industrial devices is enabled with no loss
of functionality, control and reliability, both when retro-fitting to existing equipment as well as when

setting up new installations.

1 EtherNet/IP Scanner
(e.gaPLC)

—PC / web / SCADA )

(Ethernet)

“ﬂ: “  device

INVERTER

PC configuration
and monitoring

1 EtherNet/IP Scanner
(e.gaPLC)

— PC / web / SCADA
INVERTER

(Ethernet)

PC configuration
and monitoring

Serial communication

Serial communication devices

Single-Node Serial Sub Network

Sub-network

Multi-Node Serial Sub Network

The Anybus Communicator can address up to 31 nodes, and supports the following physical standards:

RS-232
RS-422
RS-485

Ethernet Interface

Ethernet connectivity is provided through the patented Anybus technology; a proven industrial commu-
nication solution used all over the world by leading manufacturers of industrial automation products.

EtherNet/IP group 2 and 3 setver
Modbus-TCP slave functionality

Server Side Include (SSI) functionality
Web server and E-mail client capabilities
FTP & Telnet servers

10/100 Mbit/s, twisted pair

Anybus Communicator EtherNet/IP / Modbus-TCP User Manual
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About the Anybus Communicator for EtherNet/IP 12

1.1 External View

For wiring and pin assignments, see “Connector Pin Assienments” on page 124.
g g > g g

A: Ethernet Connectors

These connectors are used to connect the Anybus Com-
municator to the network.

See also...

“Ethernet Connector” on page 124

B: Configuration Switches
See also...

- “Configuration Switches” on page 14

C: Status LEDs

See also...

- “Status LEDs” on page 13

D: PC-connector

This connector is used to connect the gateway to a PC for
configuration and monitoring purposes.

See also...

“PC Connector” on page 125

E: Sub-network Connector
This connector is used to connect the gateway to the serial sub-network.
See also...

- “Sub-network Interface” on page 126

F: Power Connector
This connector is used to apply power to the gateway.
See also...

“Power Connector” on page 124

G: DIN-rail Connector
The DIN-rail mechanism connects the gateway to PE (Protective Earth).
See also...

- “Configuration Switches” on page 14

Anybus Communicator EtherNet/IP / Modbus-TCP User Manual Doc: HMSI-27-314, Rev. 3.10



About the Anybus Communicator for EtherNet/IP 13

1.2 Status LEDs

# State Status

1-Module Status | Off No power

(EtherNet/IP only) Green Controlled by a scanner in run state
Green, flashing Not configured, or scanner in idle state
Red Major fault (unrecoverable)
Red, flashing Minor fault (recoverable)
Alternating Red/Green | Self-test

2 - Network Status | Off No IP address (or no power)

(EtherNet/IP only) Green Online, EtherNet/IP connection(s) established
Green, flashing Online, no EtherNet/IP connections established
Red Duplicate IP address detected, fatal error
Red, flashing One or more connections timed out
Alternating Red/Green | Self-test

3 - Link Off No link (or no power)
Green Connected to an ethernet network

4 - Activity Off No ethernet activity (or no power)
Green Receiving or transmitting ethernet packet

5 - Subnet Status? | Off (no power)

Green, flashing

Running correctly, but one or more transaction
error(s) have occurred

Green Running
Red Transaction error/timeout or subnet stopped
6 - Device Status | Off (no power)

Alternating Red/Green

Invalid or missing configuration

Green Initializing

Green, flashing Running

Red Bootloader mode®

Red, flashing If the Device Status LED is flashing in a sequence

starting with one or more red flashes, please note
the sequence pattern and contact HMS support.

a. This LED shows green when all transactions have been active at least once. This includes
any transactions using “change of state” or “change of state on trigger”. If a timeout occurs
on a transaction, this LED will show red.

b. The gateway is in bootloader mode, and firmware must be restored in order for it to work
properly. Start up the Anybus Configuration Manager and connect to the Anybus Commu-
nicator. Select Tools/Options/Module. Click Factory Restore to restore firmware. See
“Tools” on page 61.

Anybus Communicator EtherNet/IP / Modbus-TCP User Manual
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About the Anybus Communicator for EtherNet/IP 14

1.3 Configuration Switches

If set to a nonzero value, the configuration switches forces the Anybus Communi-
cator to use an IP address in the range 192.168.0.1 - 192.168.0.255.

If set to zero, these settings are specified by the system file ‘ethcfg.cfg’, or by settings
in Anybus Configuration Manager.

Note that the switches are read once during startup; any changes require a reset in
order to have effect.

See also...

¢ “Basic Network Configuration” on page 37

e “Basic Settings” on page 64

SW1|SW2|SW3|SW4 | SW5 SW6|SW7 SW8|| DHCP |  Subnet Gateway | IP
OFF | OFF | OFF | OFF | OFF | OFF | OFF | OFF (settings determined by ‘ethcfg.cfg’)

OFF | OFF | OFF | OFF | OFF | OFF | OFF | ON || OFF | 255.255.2550 | 192.168.0.255 | 192.168.0.1
OFF | OFF | OFF | OFF | OFF | OFF | ON | OFF|| OFF | 2552552550 | 192.168.0.255 | 192.168.0.2

ON [ ON | ON | ON | ON | ON | ON |OFF|| OFF 255.255.255.0 | 192.168.0.255 | 192.168.0.254
ON | ON | ON [ON | ON [ ON | ON | ON (invalid setting)

Anybus Communicator EtherNet/IP / Modbus-TCP User Manual Doc: HMSI-27-314, Rev. 3.10



About the Anybus Communicator for EtherNet/IP 15

1.4 Hardware Installation

Perform the following steps to install the Anybus Communicator module:

1. Snap the gateway on to the DIN-rail.

The DIN-rail mechanism works as follows:

-

To snap the ABC oz, first press it downwards (1) to compress the spring
in the DIN-rail mechanism, then push it against the DIN-rail as to make
it snap on (2)

To snap the ABC gff; push it downwards (1) and pull it out from the DIN-
rail (2), as to make it snap off from the DIN-rail

Connect the gateway to an Ethernet network.
Connect the gateway to the serial sub-network.
Connect the gateway to the PC via the configuration cable.

Connect the power cable and apply power.

AN S

Start the Anybus Configuration Manager program on the PC.

(The Anybus Configuration Manager software will automatically attempt to detect the serial port.
If unsuccessful, select the correct port manually in the “Port”’-menu)

7. Configure the gateway using the Anybus Configuration Manager and download the
configuration.

8. Set up the EtherNet/IP communication according to the gateway configuration.
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1.5 Software Installation

1.5.1 Anybus Configuration Manager

System requirements

Pentium 133 MHz or higher

650 MB of free space on the hard drive

32 MB RAM

Screen resolution 800 x 600 (16 bit color) or higher
Microsoft Windows® 2000 / XP / Vista / 7 (32- or 64-bit)

Internet Explorer 4.01 SP1 or newer (or any equivalent browser)

Installation

Anybus Communicator resource CD

- Insert the CD and follow the on-screen instructions.

- If the installation does not start automatically: right-click on the CD drive icon and select

“Explore” to show the contents of the CD. Locate the installation executable and double-

click on it to start the installation, then follow the on-screen instructions.

From HMS website

- Download the latest version of Anybus Configuration Manager from www.anybus.com.

- Unzip the archive on your computer and double-click on the installation executable.

Anybus Communicator EtherNet/IP / Modbus-TCP User Manual
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Chapter 2

2. Basic Operation

2.1 General

The Anybus Communicator is designed to exchange data between a serial sub-network and a higher level
network. Unlike most other similar devices, the Anybus Communicator has no fixed protocol for the
sub-network, and consequently can be configured to handle almost any form of serial communication.

The gateway can issue serial telegrams cyclically, on change of state, or based on trigger events issued by
the control system in the higher level network (i.e. the fieldbus master or PLC). It can also monitor cer-
tain aspects of the sub-network communication and notify the higher level network when data has
changed.

An essential part of the Anybus Communicator package is Anybus Configuration Manager (ACM), a
Windows-based application used to supply the gateway with a description of the sub-network protocol.
No programming skills are required; instead, a visual protocol description-system is used to specify the
different parts of the serial communication.

ﬂAnyhus(‘ tion Manager - Ce i R5232/422/485 - Untitled
File Transactionsl Tools View Help

DedsdD|ipRX: /8B pT 7 RAaS |

Devices: | | Configuration ]
Fieldbus —
Communicator RS 232/422/485 gl Monitor - New Node

File MNode Command Columns View

EEFo W |
g::wunse Read Coils Query

=0 Tlansac:ons 2 Slave Address Function Starting Address (HiLo] Quantity OF Outputs (Hi| Checksum =
Queny Yalue Walue Walue Walue Emor check type Enror check start byte | Error chec__|
-[=] Response 001 001 00000 0x0000 CRC 0x0000 Nong b

Al I I 3
Fiead Coils Response ]

Slave Address Function Byte count Coil Status Checksum

In Area 0 bytes [512) tArea O bytes [512] ‘ ‘ General Area 0 bytes [1024]

7] Select Command

Eile Command
D= x |

i Command Mame: -

[

CoCoooo0D0ooooo00000000Do000000 o

[

002  Fead Discrete Inputs
003  Read Holding Registers
0404 Read Input Registers
0x05  write Single Coil

0405 Wwiite Single Register
007 Read Exception Status
Diagnostics

020F  Get Comm Event Cti
040C  Get Comm Event Log
0u0F  wirite Multiple Coils
010 wirite Multiple Registers
0«11 Report Slave ID

0<14  ReadFile Record ;I
0<15  Wwrite File Record

[T TINIRIPRNAY PRI

m

| Transactions 1

rEEEEEEEEERE DR R
=}
£
1=
@

Anybus Communicator EtherNet/IP / Modbus-TCP User Manual Doc: HMSI-27-314, Rev. 3.10



Basic Operation 18

2.2 Data Exchange Model

Internally, data exchanged on the sub-network and on

the higher level network all resides in the same memo-

ry.

This means that in order to exchange data with the sub-

network, the higher level network simply reads and

writes data to the memory locations specified using the

Anybus Configuration Manager. The very same mem-

ory locations can then be exchanged on the sub-net-

work.

The internal memory buffer is divided into three areas,

based on function:

e Input Data (512 bytes)

This area can be read by the higher level net-
work, the web server and the E-mail client.

(Data representation on the higher level net-
work is described later in this chapter).

*  Output Data (512 bytes)

This area can be read/written to by the higher

level network, the web server and the E-mail cli-

ent.

(Data representation on the higher level net-
work is described later in this chapter).

* General Data (up to 1024 bytes)

ABC Internal Memory

Input Data
(512 bytes)

Output Data
(512 bytes)

General Data

Higher Level Network

This area cannot be accessed from the higher level network, but can be used for transfers

between individual nodes on the sub-network, or as a general “scratch pad” for data. The actual
size of this area depends on the amount of data that is exchanged on the sub-network. The gate-
way can handle up to 1024 bytes of general data.

2.2.1 Memory Map

When building the sub-network configuration using the Anybus Configuration Manager, the different
areas described above are mapped to the memory locations (addresses) specified below.

Input Data

0x000

Subnetwork:  Read/Write
Fieldbus: Read Only
E-mail Client: Read Only
SSI: Read Only

Ox1FF

0x200

Ox3FF

Output Data
Subnetwork:  Read Only
Fieldbus: Read/Write
E-mail Client:  Read Only
SSl: Read/Write

Anybus Communicator EtherNet/IP / Modbus-TCP User Manual

0x400

0x?7?

General Data

Subnetwork:  Read/Write
Fieldbus:

E-mail Client:

SSl:
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2.2.2 Data Exchange Example

In the following example, a temperature regulator on the sub-network exchanges information with a
PLC on the higher level network, via the internal memory buffers in the Anybus Communicator.

PLC (EtherNet/IP Scanner)

PLC Memory (Inputs)

PLC Memory (Outputs

Actual Temperature Temperature Setpoint

The PLC exchange data between the internal

PLC memory and the slaves (in this case the
ABC) on the EtherNet/IP network.

The PLC Memory associated with
the ABC is exchanged;

Data from the Input Data area is copied to
PLC Input Memory, and PLC Output
Memory is copied to the Output Data

area.

EtherNet/IP

ABC

Input Data Output Data

General Data

0x000

0x200 0x400

Actual Temperature Temperature Setpoint

, OX1FF

(not used in this example)

The ABC copies the Output Register of
the Temperature Regulator to the Input-
Data area.

The ABC copies the Temperature-
Setpoint from the Output Data area to
the Input Register in the Temperature-
Regulator.

Subnetwork

Serial Device - Temperature Regulator

Output Register

Input Register

The Temperature Regulator has two

Actual Temperature

[ 1]

I [ Temperature Setpoint

] ' registers, holding the Setpoint Temperature
and the Actual Temperature respectively.

Anybus Communicator EtherNet/IP / Modbus-TCP User Manual
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2.3 Sub-network Protocol

2.3.1 Protocol Modes

The Anybus Communicator features three distinct operating modes for sub-network communication:
‘Master Mode’, ‘DF1 Master Mode’ and ‘Generic Data Mode’. Note that the protocol mode only spec-
ifies the basic communication model, not the actual sub-network protocol.

¢ Master Mode

In this mode, the gateway acts as a master on the sub-network, and the serial communication is
query-response based. The nodes on the network are not permitted to issue messages unless first
addressed by the gateway .

For more information about this mode, see “Master Mode” on page 21.

e DF1 Master Mode

In this mode, the gateway acts as a master on the sub-network, using the DF1 protocol. The serial
communication is query-response based. For more information about this mode, see “DF1 Pro-
tocol Mode” on page 86.

¢ Generic Data Mode

In this mode, there is no master-slave relationship between the sub-network nodes and the gate-
way; any node on the sub-network, including the gateway, may spontaneously produce or con-
sume messages.

For more information about this mode, see “Generic Data Mode” on page 22.

2.3.2 Protocol Building Blocks

The following building blocks are used in Anybus Configuration Manager to describe the sub-network
communication. How these blocks apply to the three protocol modes is described later in this document.

e Node

A ‘node’ represents a single device on the sub-network. Each node can be associated with a num-
ber of transactions, see below.

¢ Transaction

A ‘transaction’ represents a complete serial telegram, and consists of a number of frame objects
(see below). Each transaction is associated with a set of parameters controlling how and when to
use it on the sub-network.

e Commands

A ‘command’ is simply a predefined transaction stored in a list in the Anybus Configuration Man-
ager. This simplifies common operations by allowing transactions to be stored and reused.

* Frame Object

‘Frame objects’ are low level entities used to compose a transaction (see above). A frame object
can represent a fixed value (a constant), a range of values (limit objects), a block of data or a cal-
culated checksum.
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2.3.3 Master Mode

In this mode, the communication is based on a query-response scheme; when the gateway issues a query
on the sub-network, the addressed node is expected to issue a response. Nodes are not permitted to issue
responses/messages spontaneously, i.e. without first receiving a quety.

There is, however, one exception to this rule; the broadcaster. Most protocols offer some way of broad-
casting messages to all nodes on the network, without expecting them to respond to the broadcasted
message. This is also reflected in the gateway, which features a dedicated broadcaster node.

Control System Gateway Subnetwork Devices

7 Node1

......... —-- Response---*"

s Broadcast —<

QUEry === =P m =
!
-------- «--‘Response---"' Node 2
- QUETY === =P mm e el
]
--------- «--‘Response---"'

In Master Mode, Anybus Configuration Manager comes pre-loaded with the most commonly used
Modbus RTU commands, which can be conveniently reached by right-clicking on a node in the Anybus
Configuration Manager and selecting ‘Insert New Command’. Note, however, that this in no way
prevents other protocols based on the same query-response message-scheme from also being imple-
mented.
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2.3.4 Generic Data Mode

In this mode, there is no master-slave relationship between the nodes on the sub-network and the gate-
way. Any node (including the gateway) may spontaneously produce or consume a message. Nodes are
not obliged to respond to messages, nor do they need to wait for a query in order to send a message.

Control System Gateway Subnetwork Devices
Consume --------- B EECEEELEEEE Produce Node 1
Produce :---------- L REREEE Consume
Produce «- - =====-- L EEREEEEEEE Consume Node 2
Consume --------- B LR ETT Produce

In the figure above, the Anybus Communicator ‘consumes’ data ‘produced’ by a node on the sub-net-
work. This ‘consumed’ data can then be accessed from the higher level network. This also works the
other way around; the data received from the higher level network is used to ‘produce’ a message on the
sub-network, for ‘consumtion’ by a node.

2.3.5 DF1 Master Mode

Please refer to “DF1 Protocol Mode” on page 86.
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2.4 EtherNet/IP

2.4.1 General

EtherNet/IP is based on the Control and Information Protocol (CIP), which is also the application layer
for DeviceNet and ControlNet. The Anybus Communicator acts as a Group 2 or 3 server on the
EtherNet/IP network.

Input and output data is accessed using I/O connections ot explicit messages towards the assembly ob-
ject and the parameter input/output mapping objects.

See also...

*  “CIP Object Implementation” on page 107

2.4.2 Data Types

The input and output data hold two types of data; I/O data and parameter data. I/O data is exchanged
on change of value, and can be accessed using I/O connections towards the assembly object.

Parameter data can be accessed acyclically via the parameter input and output mapping objects. Note,
however, that each instance attribute within these objects must be created manually using the Anybus
Configuration Manager.

For more information see “Parameter Data Initialization (Explicit Data)” on page 119.
See also...

*  “Assembly Object, Class 04h” on page 110

e “Parameter Data Input Mapping Object, Class BOh” on page 112

*  “Parameter Data Output Mapping Object, Class B1h” on page 113
*  “Fieldbus Settings” on page 64

Anybus Communicator EtherNet/IP / Modbus-TCP User Manual Doc: HMSI-27-314, Rev. 3.10



Basic Operation 24

2.4.3 Memory Layout

1/0O sizes are specified using the Anybus Configuration Manager and cotrelate to the Anybus Commu-

nicator memory as follows:

Excample:

I/O Sizes for the gateway set to the following values:

10 Size In= 256 bytes (0x0100)

1O Size Out= 128 bytes (0x0080)

Resulting memory layout:

Input Data

Output Data

0x000 0x200

0x27F

/0 Data (Input) 0x280

0xOFF
0x100

Parameter Data (Input)

Ox1FF Ox3FF

Anybus Communicator EtherNet/IP / Modbus-TCP User Manual

1/0 Data (Output)

Parameter Data (Output)

0x400

0x?7?

General Data

(Cannot be accessed
from EtherNet/IP)
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2.5 Modbus-TCP

2.5.1 General

The Modbus-TCP protocol is an implementation of the standard Modbus protocol running on top of
TCP/IP. The built-in Modbus-TCP server provides access to the input and output data ateas via a sub-
set of the functions defined in the Modbus-TCP specification.

The server supports up to 8 simultaneous connections and communicates over TCP port 502. For de-
tailed information regarding the Modbus-TCP protocol, consult the Open Modbus Specification.

2.5.2 Addressing Modes

The Anybus Communicator features two different modes of operation regarding the Modbus commu-
nication:

Modbus Addressing Mode (Default)

In this mode, the input and output data areas are mapped to different function codes.
Note that coil addressing is not possible in this mode.

See also...

“Modbus Addressing Mode” on page 26

Anybus Addressing Mode

Compared to Modbus Addressing Mode, this mode allows data to be addressed in a more flexible
way. Note however that several function codes can be used to access the same data in the gate-
way. While this may appear confusing at first, it allows data to be manipulated in ways not pos-
sible in Modbus Addressing Mode (e.g. it is possible to manipulate individual bits of a register by
accessing coils associated with the same memory location).

See also...

- “Anybus Addressing Mode” on page 27

2.5.3 Supported Exception Codes

Code Name Description

0x01 Illegal function The function code in the query is not supported

0x02 llegal data address The data address received in the query is outside the initialized memory area
0x03 Illegal data value The data in the request is illegal
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2.5.4 Modbus Addressing Mode

Supported Function Codes

The following function codes can be used in this mode:

Modbus Function Function Code |Associated with Area |No. of I/Os or Data Points per Command
Read Holding Registers |3 Output Data area 1-125 registers
(0x200...0x3FF)
Read Input Registers |4 Input Data area 1-125 registers
(0x000....0x1FF)
Write Single Register |6 Output Data area 1 register
Force Multiple Registers |16 (0x200...0x3FF) 1- 800 registers
Mask Write Register 22 1 register
Read/Write Registers |23 125 registers read / 100 registers write

Input Register Map

The input data area is mapped to input registers as follows:

Register # Memory Location in the gateway |Comments

0x000... 0x001 Each register corresponds to two bytes in the input
0x002... 0x003 data area.

0x004... 0x005
0x006... 0x007
0x008... 0x009
0x00A... 0x00B

|||~

255 0x1FC... 0x1FD
256 Ox1FE... OX1FF

Holding Register Map

The output data area is mapped to holding registers as follows:

Register # Memory Location in the gateway |Comments

0x200... 0x201 Each register corresponds to two bytes in the out-
0x202... 0x203 put data area.

0x204... 0x205
0x206... 0x207
0x208... 0x209
0x20A... 0x20B

DO BN —

255 0x3FC... 0x3FD
256 O0x3FE... Ox3FF
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2.5.5 Anybus Addressing Mode

Supported Function Codes

The following function codes can be used in this mode:

Modbus Function

Function Code

Associated with Area(s)

No. of I/Os or Data Points per Command

Read Coil 1 Input and Output Data Area |1 - 2000 bits

Read Input Discretes |2 (0x000... Ox3FF) 1 - 2000 bits

Read Holding Registers |3 1 - 125 registers

Read Input Registers |4 1 - 125 registers

Write Coil 5 Output Data Area (0x200... |1 bit

Write Single Register |6 0x3FF) 1 register

Force Multiple Coils 15 1- 800 bits

Force Multiple Registers |16 1- 100 registers

Mask Write Register 22 1 register

Read/Write Registers |23 Input and Output Data Area | 125 registers read/100 registers write

(0X000... 0x3FF)

Coil & Register Map

The input and output data areas are mapped to coils and registers as follows:

Register # Coil # Memory Location in ABC |Area Comments
1 1..16 0x000... 0x001 Input Data area -

2 17...32 0x002... 0x003

3 33...48 0x004... 0x005

4 49... 64 0x006... 0x007

255 4065... 4080  |Ox1FC... Ox1FD

256 4081...4096  |Ox1FE... OX1FF

257 4097... 4112

- - (reserved)
1024 16369... 16384

1025 16385... 16400 |0x200... 0x201 Output Data area -

1026 16401... 16416 |0x202... 0x203

1027 16417... 16432 |0x204... 0x205

1028 16433... 16448 |0x206... 0x207

1279 20449... 20464 |0x3FC... 0x3FD

1280 20465... 20480 |Ox3FE... 0x3FF

Note 1: The table above applies to all function codes.

Note 2: Coils are mapped MSB first, i.e. coil 0 corresponds to bit 15 of register 0.
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3. File System

3.1 General

General

The Anybus Communicator features a built-in file system, which is used to store information such as
web files, network communication settings, e-mail messages etc.

Storage Areas

The file system consists of the different storage areas:

* Non-volatile area (approx. 1.4 Mb)

This section is intended for static files such as web files, configurations files etc.

* Volatile area (approx. 1 Mb)

This area is intended for temporary storage; data placed here will be lost in case of power loss or
reset.

Conventions

e\’ (backslash) is used as a path separatot

* A ‘path’ originates from the system root and as such must begin with a \’

* A ‘path’ must not end with a \’

* Names may contain spaces (* ©) but must not begin or end with one.

* Names may not contain the following characters: <\ /:*? “ <> |’
¢ Names cannot be longer than 48 characters (plus null termination)
* A path cannot be longer than 256 characters (filename included)

* The maximum number of simultaneously open files is 40

* The maximum number of simultaneously open directories is 40

Important Note:

The non-volatile storage is located in FLASH memory. Each FLASH segment can be erased approxi-
mately 100 000 times.

The following operations will erase one or more FLASH segments:

*  Deleting, moving or renaming a file or directory
*  Writing or appending data to an existing file

* Formatting the file system
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3.2 File System Overview

(admin root) (user root)
user
> ip_accs.cfg
——> ssi_str.cfg
—> htip.cfg pswd (protected)
I » ethcfg.cfg
I onoffin.cfg \—> sys_pswd.cfg
email
RAM (volatile, optional) > email_1.cfg

—>
L email_10.cfg

pswd (protected)
\—> ad_pswd.cfg
email

——— email_1.cfg
—>
L email_10.cfg

3.3 System Files

The file system contains a set of files used for system configuration. These files, known as “system files”,
are regular ASCII files that can be altered using a standard text editor (such as the Notepad in Microsoft
Windows™). Note that some of these files may also be altered by the gateway itself, e.g. when using SSI
(see “Server Side Include (SSI)” on page 45).

The format of the system files are based on the concept of ‘keys’, where each ‘key’ can be assigned a
value, see example below.

Example:

[Keyl]
value of keyl

[Key2]

value of key2
The exact format of each system file is described in detail later in this document.
The contents of the above files can be redirected:

Example:
In this example, the contents will be loaded from the file ‘here.cfg’.
[file path]
\i\put\it\over\here.cfg

Note: Any directory in the file system can be protected from web access by placing the file web-accs.cfg
in the directory, see “Authorization” on page 43.
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4. FTP Server

4.1 General

The built-in FTP server provides a way to access the file system using a standard FTP client.
The following port numbers ate used for FIP communication:

* TCP, port 20 (FTP data port)
e TCP, port 21 (FTP command port)

Security Levels

The FTP server features two security levels; admin and normal.

e Normal level users

The root directory will be “\user’.

¢ Admin level usets

The root directory will be \’, i.e. the user has unrestricted access to the file system.

User Accounts
The user accounts are stored in two files, which are protected from web access:

e “\user\pswd\sys_pswd.cfg’

This file holds the user accounts for normal level users.

e “\pswd\ad_pswd.cfg’

This file holds the user accounts for admin level users.

File Format:

The format of these files are as follows:

Usernamel:Passwordl
Username?2:Password?2
Username3:Password3

Note 1: If no valid user accounts have been defined, the gateway will grant admin level access to all us-
ers. In such cases, the FTP accepts any username/password combination, and the root directory will be

<\>.

Note 2: The FTP server shares user accounts with the Telnet server.
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4.2 FTP Connection Example (Windows Explorer)

The built-in FTP client in Windows Explorer can easily be used to access the file system as follows:

1. Open the Windows Explorer by right-clicking on the ‘Start’ button and selecting ‘Explore’.
2. In the address field, type FTP://<user>:<password>@<address>

- Substitute <address> with the IP address of the Anybus Communicator

- Substitute <user> with the username

- Substitute <password> with the password

3. Press enter. The Explorer will now attempt to connect to the gateway using the specified settings.
If successful, the built in file system is displayed in the Explorer window.

File Edit View Favorites Tools Help

() Back ~ d - L\r | /. ' Search Folders |E|v

Agdressl ftp:/fuser;password@<address=/ j L] &
Name = Size | Type Date Modified I

File and Folder Tasks £

= Make a new folder

) Publish this folder to the
Web

k! Share this folder

»

Other Places

) My Documents
¢ My Computer
< My Network Places
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5. Telnet Server

5.1 General

The built-in Telnet server provides a way to access the file system using a standard Telnet client. The
server communicates through TCP port 23.

Security Levels
Just like the FTP server, the Telnet server features two security levels; admin and normal.

e Normal level users

The root directory will be “\user’.

e Admin level usets

The root directory will be “\’, i.e. the user has unrestricted access to the file system.

User Accounts

The Telnet server shares user accounts with the FTP server. If no valid user accounts have been defined,
the gateway will grant admin level access to all users. In such case, no login is required, and the root di-
rectory will be \”.

For more information, see “User Accounts” on page 30
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5.2 General Commands

admin

* Syntax

admin

* Description

Provided that the user can supply a valid admin username/password combination, this command
provides admin access rights to normal level users.

exit

* Syntax

exit

* Description

This command closes the Telnet session.

help

* Syntax

help [general|diagnostic|filesystem]

* Description

If no argument is specified, the following menu will be displayed.

General commands:

help - Help with menus
version - Display version information
exit - Exit station program

Also try ‘help [general|diagnostic|filesystem]’

version
* Syntax
version

* Description

This command will display version information, serial number and MAC ID of the Ethernet-
module, in the Communicatort.
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5.3 Diagnostic Commands

arps

* Syntax

arps

* Description
Display ARP stats and table

iface

e Syntax

iface

* Description

Display net interface stats

routes
* Syntax
routes

* Description

Display IP route table

sockets
* Syntax
sockets

* Description

Display socket list

5.4 File System Operations

For commands where filenames, directory names or paths shall be given as an argument the names can
be written directly or within quotes. For names including spaces the filenames must be surrounded by
quotes. Itis also possible to use relative pathnames using <, \” and ..’

append
* Syntax
append [file] [“The line to append”]

* Description

Appends a line to a file.
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cd

* Syntax
cd [path]

* Description

Changes current directory.

copy

* Syntax

copy [source] [destination]

* Description

This command creates a copy of the source file at a specified location.

del

* Syntax
del [file]

* Description

Deletes a file.

dir

e Syntax
dir [path]

* Description

Lists the contents of a directory. If no path is given, the contents of the current directory is listed.

df

* Syntax
df

* Description

Displays filesystem info.

format
* Syntax
format

* Description

Formats the filesystem. This is a privileged command and can only be called in administration
mode.
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md

* Syntax

md [directory]

* Description

Creates a directory. If no path is given, the directory is created in the current directory.

mkfile

* Syntax

mkfile [filename]

* Description

Creates an empty file.

move

* Syntax

move [source] [destination]

* Description

This command moves a file or directory from the source location to a specified destination.

rd

e Syntax
rd [directory]

* Description

Removes a directory. The directory can only be removed if it is empty.

ren

* Syntax

ren [old name] [new name]]

* Description

Renames a file or directory.

type

* Syntax
type [filename]

* Description

Types the contents of a file.
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6. Basic Network Configuration

6.1 General Information

The Anybus Communicator offers two modes of operation regarding the network settings:

» Settings specified by Configuration Switches
If the on-board switches are set to a non-zero value, the ABC is locked to the following settings:

IP Address:192.168.0.x(x = switch value)
Gateway:255.255.255.0
Subnet:255.255.255.0

DHCP:OFF

See also...

- “Configuration Switches” on page 14

* Settings specified in Anybus Configuration Manager

When valid settings have been specified in Anybus Configuration Manager
(‘TCP/IP Settings’ = enabled), then these are the settings the gateway will use.

When settings have been specified in Anybus Configuration Manager, the contents of the system
file ‘ethcfg.cfg’ will be ignored completely, causing the following behavior:

- DNS services will not be available

- Domain and Host name cannot be set

- E-mail services will not be available

- Network settings received via HICP or DCP) will be lost in the event of a power loss or a
reset.

* Settings specified in ‘ethcfg.cfg’

If no settings are specified in Anybus Configuration Manager (i.e. “TCP/IP Settings’ = disabled),
the gateway will use the settings stored in the system file ‘ethcfg.cfg’.

If this file is missing, the gateway will attempt to retrieve the settings via DHCP or HICP for 30
seconds. If no configuration has been received within this period, the gateway will halt and indi-
cate an error on the on-board LEDs.

EtherNet/IP
The TCP/IP settings can be accessed from EtherNet/IP through the TCP/IP Interface Object.
See also...

*  “TCP/IP Interface Object, Class F5h” on page 115

DHCP/BootP

The Anybus Communicator can retrieve the TCP/IP settings from a DHCP or BootP server. If no
DHCP server is found, the gateway will default to the current settings in “\ethcfg.cfg’.

If no current settings are available (‘ethcfg.cfg’ is missing, or contains invalid settings), the gateway will
halt and indicate an error on the on-board status LEDs (the network configuration may however still be
accessed via HICP, see “Anybus IPconfig (HICP)” on page 41.
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6.2 Ethernet Configuration File (‘ethcfg.cfg’)

6.2.1 General

To exist on the network, the Anybus Communicator needs a valid TCP/IP configuration. These settings
are stored in the system file “\ethcfg.cfg’. Note that if TCP/IP settings are enabled in Anybus Configu-
ration Manager, then the IP address, gateway and subnet settings in ethcfg.cfg will be overwritten every
time the module is restarted. All other settings are unaffected.

File Format:

[IP address]
XXX . XXX . XXX, XXX

[Subnet mask] \\\\\\\
XXX, XXX XXX, XXX
[Gateway addres;:\\\\\‘

XXX . XXX XXX XXX

[DHCP/BOOTP]
ON or OFF ~——0 |

[SMTP address]
XXX, XXX . XXX, XXX

[SMTP username]
username

[SMTP password]
password

[DNS1 address]
XXX . XXX . XXX, XXX

[DNS2 address]
XXX, XXX . XXX, XXX

[Domain name] e

domain

[Host name]/,,//”////J

anybus

[HICP password]////,,/*

password

IP address
Subnet mask
Gateway address

DHCP/BootP

ON - Enabled
OFF - Disabled

SMTP setrver/login settings

Username and Password is only necessary if required by the
server.

Primary and Secondary DNS

Needed to be able to resolve host names
Default domain name for not fully qualified host names

Host name

HICP password

The settings in this file may also be affected by...

* EtherNet/IP (See “EtherNet/IP” on page 37).
*  HICP (See “Anybus IPconfig (HICP)” on page 41)
* SSI (See “Server Side Include (SSI)” on page 45)

See also...

*  “FTP Server” on page 30

*  “Fieldbus Settings” on page 64
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6.3 IP Access Control

It is possible to specify which IP addresses are permitted to connect to the Anybus Communicator. This
information is stored in the system file “\ip_accs.cfg’.

File Format:

[Web]
xxx.xxx.xxx.xxx__—> Nodes listed here may access the web setver

[FTP]
XXX . xxxX.xx%.xxx_——— Nodes listed here may access the FTP server

[Modbus-TCP] ) .
xxx . xxx.xxx.xxx_ 2 Nodes listed here may access the gateway via Modbus-TCP

[EtherNet/IP] ] )
xxx.xxx.xxx.xxx_———2 Nodes listed hete may access the gateway via EtherNet/IP

[All]
xxx.xxx.xxx.xxx__———=2 Fallback setting, used by the gateway when one or several of the

keys above are omitted

Note: “*’ may be used as a wildcard to select IP series.
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6.4 On/Offline Configuration

By default, the On/Offline indication is triggered by the link status. Other triggering options can how-
ever be specified in the optional system file “\onoffln.cfg’, which should be placed in the module root
and looks as follows:

On/Offline trigger source

File Format: Values: ‘Link’ (default), ‘EIP’, ‘Modbus’ or a combi-

[ON/OFF-1line trigger] nation

Modbus
/ Timeout Value
[Timeout] Range: 1... 65535 (default = 1).

10
A value of 10 equals 1000 ms.

[Commands]
3, 16, 23 [ — Commands (Optional)

[ON-line method] Selects what Modbus commands that must be
- 1 . . . .
1 received during the timeout period.

If the keyword ‘ALL’ is given (default), the On/
Offline functionality will trigger on all Modbus
commands.

Online method (Optional)

Defines how to handle data in the OUT I/O area
when going from Offline to Online.

If “1” (default), “old data” is restored
If «“27, “Offline” data is kept until overwritten by
master.

The contents of this file can be redirected by placing the line ‘[File path]” on the first row, and a file path
on the second.

File example:

[File path]
\my settings\on-off-line configuration.cfg

In this example, the settings desctibed above will be loaded from the file “\my_settings\on-off-line_-
configuration.cfg’.

Note 1: The keys ‘[Timeout]’ and ‘{Commands]’ shall only be given if the On/Offline Trigger value is
set to ‘Modbus’.

Note 2: The settings in this file will be ignored if the application has issued the mailbox message
MB_ON_OFF_LINE_CONFIG. See “Advanced Fieldbus Configuration” on page 118.
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6.5 Anybus IPconfig (HICP)

The Anybus Communicator supports the HICP protocol used by the Anybus IPconfig utility from
HMS, which can be downloaded free of charge from the HMS website. This utility may be used to con-
figure the network settings of any Anybus product connected to the network. Note that if successful,
this will replace the settings currently stored in the configuration file (‘ethcfg.cfg’).

Upon starting the program, the network
is scanned for Anybus products. The net- J——
. addre 10 10 12 . 246 DHCP

work can be rescanned at any time by o

. . . Subnet mask: 255 255 255 0
clicking ‘Scan’. In the list of detected de-

. . Default gateway: 0 0 0 0
vices, the gateway will appear as ‘ABC-

X . Primary DNS

EIP’. To alter its network settings, dou-

. i R R Secandary DNS: ’7
ble-click on its entry in the list.

@ Off

A window will appear, containing the IP
configuration and password settings.
Validate the new settings by clicking ‘Set’,
or click ‘Cancel’ to abort.

Optionally, the configuration may be

protected from unauthorized access by a password. To enter a password, click on the ‘Change password’
checkbox, and enter the password under ‘New password’. When protected, any changes in the configu-
ration requires that the user supplies a valid password.

When done, click ‘Set’. The new IP configuration will now be stored in the configuration file (‘eth-
cfg.cfg’).

Note that if “TCP/IP Settings” has been enabled in the Anybus Configuration Manager, any settings re-
ceived via HICP will be lost in the event of a power loss or reset.
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7. Web Server

7.1 General

The Anybus Communicator features a flexible web server with SSI capabilities. The built-in web pages
can be customized to fit a particular application and allow access to I/O data and configuration settings.

The web server communicates through port 80.
See also...

*  “Server Side Include (SSI)” on page 45
e “IP Access Control” on page 39

Protected Files
For security reasons, the following files are protected from web access:

* Files located in “\uset\pswdcfg\pswd’
*  Files located in “\pswd’

* TFiles located in a directory which contains a file named ‘web_accs.cfg’

Default Web Pages

The Anybus Communicator contains a set of virtual files which can be used when building a web page
for configuration of network parameters. These virtual files can be overwritten (not erased) by placing
files with the same name in the root of disc 0.

This makes it possible to, for example, replace the HMS logo by uploading a new logo named “\logo.jpg’.
It is also possible to make links from a web page to the virtual configuration page. In such case the link
shall point to “\config.htm’.

These virtual files ate:

\index.htm - Points to the

\config.htm
\configform.htm
\configform2.htm

Configuration
Configuration
Configuration

contents of config.htm
frame page
form page
form page

\store.htm Configuration store page

\logo.jpg HMS logo

\configuration.gif Configuration picture
\boarder.bg.gif picture

\boarder m bg.gif picture

\index.htm Points to the contents of config.htm

\eth_stat.html
\cip_stat.html
\ip config.shtm
\smtp config.shtm
\style.css

\arrow red.gif
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7.2 Authorization

Directories can be protected from web access by placing a file called ‘web_accs.cfg’ in the directory to
protect. This file shall contain a list of users that are allowed to access the directory and its subdirectories.

File Format:
Usernamel :Passwordl

Username?2:Password?2
List of approved users.

UsernameN:PasswordN

Optionally, a login message can be specified by including the
[AuthName] key [AuthName]. This message will be displayed by the web
(message goes her browser upon accessing the protected directory.

The list of approved users can optionally be redirected to one or several other files.

Example:

In this example, the list of approved users will be loaded from the files ‘here.cfg’ and ‘too.cfg’.

[File path]
\i\put\it\over\here.cfg
\ilactually\put\some\of\it\over\here\too.cfg

[AuthName]
Please enter password

Note that when using this feature, make sure to put the uset/password files in a directory that is pro-
tected from web access, see “Protected Files” on page 42.
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7.3 Content Types

By default, the following content types are recognized by their file extension:

Content Type File Extension
text/html *.htm, *.html, *.shtm
image/qif * gif

image/jpeg *jpeg, *jpg, *.jpe
image/x-png *.png
application/x-javascript *js

text/plain *.bat, *.txt, *.c, *.h, *.cpp, *.hpp
application/x-zip-compressed *.zip
application/octet-stream *.exe, *.com
text/vnd.wap.wml *wml
application/vnd.wap.wmlc *wmlc
image/vnd.wap.wbmp *.wbmp
text/vnd.wap.wmiscript *.wmls
application/vnd.wap.wmlscriptc *.wmlsc

text/xml *xml
application/pdf * pdf

It is possible to configure/reconfigure the reported content types, and which files that shall be scanned

for SSI. This is done in the system file ‘\http.cfg’.

File Format:

[FileTypes]
FileTypel:ContentTypel
FileType2:ContentType?2

FileTypeN:ContentTypeN
[SSIFileTypes]
FileTypel

FileType2

FileTypeN

Note: Up to 50 content types and 50 SSI file types may be specified in this file.
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Chapter 8

8. Server Side Include (SSI)

General

Server Side Include (from now on referred to as SSI) functionality enables dynamic content to be used
on web pages and in e-mail messages.

SSI are special commands embedded in the source document. When the Anybus module encounters
such a command, it will execute it, and replace it with the result (when applicable).

Syntax

The X’s below represents a command opcode and parameters associated with the command.
<?--#exec cmd_argument='XXXXXXXXXXXXXXXXXXXXXX' -=>

Example
The following example causes a web page to display the Ethernet Mac ID of the module:

<HTML>

<HEAD><TITLE>SSI Test</TITLE></HEAD>

<BODY>

The Ethernet Mac ID of the Anybus module is:
<?--f#exec cmd argument=’DisplayMacID’-->

</BODY>
</HTML>
Resulting webpage:
il
J Fle Edt View Favorites Took Help | "
J P Back v i) ﬂ J : |/ Search :\ Favorites @Media {?| > JLian > J@
| Address | hetp://192.168.1.125 | Beo

The Ethernet Mac ID of the ABC is: 00:30:11:78:9A:BC B

|g| Done lifi\ |_,3 My Computer
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8.1 Functions

DisplayMacID

This function returns the MAC ID in format Xx:XX:XX:XX:XX:XX.

Syntax:

<?--f#exec cmd argument=’'DisplayMacId’-->

DisplaySerial

This function returns the serial number of the Anybus module.

Syntax:

<?--f#exec cmd argument=’DisplaySerial’-->

DisplayFWVersion

This function returns the main firmware revision of the Anybus module.

Syntax:

<?--f#exec cmd argument=’'DisplayFWVersion’-->

DisplayBLVersion

This function returns the bootloader firmware revision of the Anybus module.

Syntax:

<?--#exec cmd argument=’'DisplayBLVersion’-->

DisplaylP

This function returns the currently used IP address.

Syntax:

<?--f#exec cmd argument=’'DisplayIP’-->

DisplaySubnet

This function retutns the currently used Subnet mask.

Syntax:

<?--f#exec cmd argument=’DisplaySubnet’-->

DisplayGateway

This function returns the currently used Gateway address.

Syntax:

<?--f#exec cmd argument=’'DisplayGateway’-->
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DisplayDNS1

This function returns the address of the primary DNS server.

Syntax:

<?--#exec cmd argument='DisplayDNS1’-->
DisplayDNS2
This function returns the address of the secondary DNS server.

Syntax:

<?--#exec cmd argument='DisplayDNS2’-->

DisplayHostName

This function returns the hostname.

Syntax:

<?--#exec cmd argument=’'DisplayHostName’-->

DisplayDomainName

This function returns the default domain name.

Syntax:

<?--#exec cmd argument=’'DisplayDomainName’-->

DisplayDhcpState
This function returns whether DHCP/BootP is enabled or disabled.

Syntax:
<?--f#exec cmd argument=’'DisplayDhcpState( "Output when ON", "Output when OFF"
)1 ==>

DisplayDhcpSupport
This function returns ‘Argl’ if it’s enabled and ‘Arg2’ if it’s disabled.

Syntax:

<?--#exec cmd argument=’'DisplayDhcpSupport ( "Argl",

DisplayEmailServer

This function returns the currently used SMTP server address.

Syntax:

<?--#exec cmd argument='DisplayEmailServer’-->
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DisplaySMTPUser

This function returns the username used for SMTP authentication.

Syntax:

<?--#exec cmd argument=’'DisplaySMTPUser’-->

DisplaySMTPPswd

This function returns the password used for SMTP authentication.

Syntax:

<?--#exec cmd argument=’'DisplaySMTPPswd’-->

DisplayStationName
This function returns the PROFINET Station Name.

Syntax:

<?--#exec cmd:argument=’DisplayStationName’-->

DisplayStationType
This function returns the PROFINET Station Type.

Syntax:

<?--#exec cmd:argument=’'DisplayStationType’-->

DisplayVendorID
This function returns the PROFINET Vendor ID.

Syntax:

<?--#exec cmd:argument=’'DisplayVendorId’-->

DisplayDevicelD
This function returns the PROFINET DevicelD.

Syntax:

<?--#exec cmd:argument=’'DisplayDeviceId’-->
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StoreEtnConfig
Note: This function cannot be used in e-mail messages.

This SSI function stores a passed IP configuration in the configuration file ‘ethcfgIP.cfg’.

Syntax:

<?--#exec cmd argument=’'StoreEtnConfig’-->

Include this line in a HTML page and pass a form with new IP settings to it.

Accepted fields in form:

SetlIp
SetSubnet
SetGateway
SetEmailServer
SetDhcpState - value "on" or "off"
SetDNS1
SetDNS2
SetHostName
SetDomainName
SetSMTPUser
SetSMTPPswd

Defanlt ontput:

Invalid IP address!

Invalid Subnet mask!

Invalid Gateway address!

Invalid IP address or Subnet mask!
Invalid Email Server IP address!
Invalid DHCP state!

Invalid DNS1!

Invalid DNS2!

Configuration stored correctly.
Failed to store configuration.
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GetText
Note: This function cannot be used in e-mail messages.

This SSI function gets the text from an object and stores it in the OUT area.

Syntax:

<?--f#exec cmd argument=’GetText ( "ObjName", OutWriteString ( offset ), n )’'-->

ObjName- Name of object.
offset - Specifies the offset from the beginning of the OUT area.

n - Specifies maximum number of characters to read (Optional)
Defaunlt ontput:
Success - Write succeeded
Failure - Write failed
printf

This SSI function includes a formatted string, which may contain data from the Anybus IN/OUT area,
on a web page. The formatting of the string is equal to the standard C function printf().

Syntax:

<?--#exec cmd argument='printf ("String to write", Argl, Arg2, ..., ArgN)’'-->

Like the standard C function printf() the "String to write" for this SSI function contains two types of
objects: Ordinary characters, which are copied to the output stream, and conversion specifications, each
of which causes conversion and printing of the next successive argument to printf. Each conversion
specification begins with the character % and ends with a conversion character. Between the % and the
conversion character there may be, in order:

* Tlags (in any order), which modify the specification:

- which specifies left adjustment of the converted argument in its field.

+ which specifies that the number will always be printed with a sign

(space) if the first character is not a sign, a space will be prefixed.

0 for numeric conversions, specifies padding to the field with leading zeroes.

# which specifies an alternate output form. For o, the first digit will be zero. For x or

X, 0x or 0X will be prefixed to a non-zero result. For e, E,f, g and G, the output
will always have a decimal point; for g and G, trailing zeros will not be removed.

* A number specifying a minimum field width. The converted argument will be printed in a field
at least this wide, and wider if necessary. If the converted argument has fewer characters than the
field width it will be padded on the left (or right, if left adjustment has been requested) to make
up the field width. The padding character is normally space, but can be 0 if the zero padding flag
is present.

* A period, which separates the field width from the precision.

* A number, the precision, that specifies the maximum number of characters to be printed from a
string, or the number of digits to be printed after the decimal point for e, E, or F conversions,
or the number of significant digits for g or G conversion, or the minimum number of digits to
be printed for an integer (leading Os will be added to make up the necessary width)

*  Alength modifier h, I (letter ell), or L. "h" Indicates that the corresponding argument is to be
printed as a short or unsigned short; "l" indicates that the argument is along or unsigned long.
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The conversion characters and their meanings are shown below. If the character after the % is not a con-

version character, the behavior is undefined.

Character

Argument type, Converted to

d, i

byte, short; decimal notation (For signed representation. Use signed argument)

(o]

byte, short; octal notation (without a leading zero).

X, X

byte, short; hexadecimal notation (without a leading Ox or 0X), using abcdef for Ox or ABCDEF for
0X.

byte, short; decimal notation.

byte, short;single character, after conversion to unsigned char.

char*; characters from the string are printed until a "\0" is reached or until the number of characters
indicated by the precision have been printed

float; decimal notation of the form [-Jmmm.ddd, where the number of d’s is specified by the preci-
sion. The default precision is 6; a precision of 0 suppresses the decimal point.

e E

float; decimal notation of the form [-Jm.dddddd e+-xx or[-Jm.ddddddE+-xx, where the number of d’s
specified by the precision. The default precision is 6; a precision of 0 suppresses the decimal point.

9,6

float; %e or %E is used if the exponent is less than -4 or greater than or equal to the precision; oth-
erwise %f is used. Trailing zeros and trailing decimal point are not printed.

%

no argument is converted; print a %

The arguments that can be passed to the SSI function printf are:

Argument Description
InReadSByte(offset) Read a signed byte from position offset in the IN area
InReadUByte(offset) Read an unsigned byte from position offset in the IN area
InReadSWord(offset) Read a signed word from position offset in the IN area
InReadUWord(offset) Read an unsigned word from position offset in the IN area
InReadSLong(offset) Read a signed longword from position offset in the IN area
InReadULong(offset) Read an unsigned longword from position offset in the IN area
InReadString(offset) Read a string (char*) from position offset in the IN area
InReadFloat(offset) Read a floating point (float) value from position offset in the IN area
OutReadSByte(offset) Read a signed byte from position offset in the OUT area
OutReadUByte(offset) Read an unsigned byte from position offset in the OUT area
OutReadSWord(offset) Read a signed word (short) from position offset in the OUT area
OutReadUWord(offset) Read an unsigned word (short) from position offset in the OUT area
OutReadSLong(offset) Read a signed longword (long) from position offset in the OUT area
OutReadULong(offset) Read an unsigned longword (long) from position offset in the OUT area
OutReadString(offset) Read a null-terminated string from position offset in the OUT area
OutReadFloat(offset) Read a floating point (float) value from position offset in the OUT area
MbReadSByte(id) Read a signed byte (short) from the application via the mailbox interface
MbReadUByte(id) Read an unsigned byte (short) from the application via the mailbox inter-
face
MbReadSWord(id) Read a signed word from the application via the mailbox interface
MbReadUWord(id) Read an unsigned word from the application via the mailbox interface
MbReadSLong(id) Read a signed longword from the application via the mailbox interface
MbReadULong(id) Read an unsigned longword from the application via the mailbox inter-
face
MbReadString(id) Read a null-terminated string from the application via the mailbox inter-
face
MbReadFloat(id) Read a floating point (float) value from the application via the mailbox
interface
CipReadSByte(class, inst, attr) Read a signed byte from a CIP-object
CipReadUByte(class, inst, attr) Read an unsigned byte from a CIP-object
CipReadSWord(class, inst, attr) Read a signed word from a CIP-object
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Argument Description

CipReadUWord(class, inst, attr) Read an unsigned word from a CIP-object
CipReadSLong(class, inst, attr) Read a signed longword from a CIP-object
CipReadULong(class, inst, attr) Read an unsigned longword from a CIP-object
CipReadFloat(class, inst, attr) Read a floating point value from a CIP-object
CipReadShortString(class, inst, attr) |Read a short string from a CIP-object
CipReadString(class, inst, attr) Read a null-terminated string from a CIP-object
CipReadUByteArray(class, inst, attr) |Read an unsigned byte-array from a CIP-object
CipReadUWordArray(class, inst, atfr) |Read an unsigned word-array from a CIP-object
CipReadULongArray(class, inst, attr) |Read an unsigned longword-array from a CIP-object

scanf

Note: This function cannot be used in e-mail messages.

This SSI function reads a string passed from an object in a HTML form, interprets the string according
to the specified in-format, and stores the result in the OUT area according to the passed arguments. The
formatting of the string is equal to the standard C function call scanf()

Syntax:

<?--f#exec cmd_argument=’scanf ( "ObjName", "format", Argl, ..., ArgN), Errvall,
.., ErrvalN’'-->

ObjName - The name of the object with the passed data string

format - Specifies how the passed string shall be formatted

Argl - ArgN - Specifies where to write the data

ErrVall -ErrValN - Optional; specifies the value/string to write in case of an error.

Character |Input, Argument Type

d Decimal number; byte, short

i Number, byte, short. The number may be in octal (leading 0(zero)) or hexadecimal (leading Ox
or 0X)

0 Octal number (with or without leading zero); byte, short

u Unsinged decimal number; unsigned byte, unsigned short

X Hexadecimal number (with or without leading 0x or 0X); byte, short

o Characters; char*. The next input characters (default 1) are placed at the indicated spot. The
normal skip over white space is suppressed; to read the next non-white space character, use
%1s.

s Character string (not quoted); char*, pointing to an array of characters large enough for the
string an